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Video Compliance Brief: 
Privacy, AI, and Subscription Rules Q1 2025

Data Privacy and Advertising Regulations Are Tightening
The push for a comprehensive and pre-emptive national data privacy law remains unresolved. The American Privacy Rights Act 
(APRA) stalled in Congress last year, leaving advertisers to navigate a mix of state laws. While some states, like Virginia, have 
created business-friendly models, others, such as Maryland, are introducing stricter rules that could increase compliance costs. 
Meanwhile, the Federal Trade Commission (FTC) continues expanding its definition of "sensitive information," now including 
browsing data, making it clear that collecting and using consumer data for advertising requires stronger controls. See here a 
tracker of states' consumer data privacy laws and what they are.

What This Means for Video Advertising:
Advertisers relying on audience-based targeting must reassess how they collect and use data. Video ad buyers should prepare 
for increased scrutiny on managing viewership data, particularly if it includes behavioral insights. More states will likely adopt 
privacy laws affecting measurement, retargeting, and data-driven ad placement.

Subscription and Negative Option Rules Affecting Streaming Platforms
The FTC has made sweeping changes to its rules on "negative option" billing, adding significant compliance burdens 
for businesses offering subscription services. These amendments go beyond stricter disclosure requirements and opt-out 
mechanisms, imposing new obligations that could make it harder for companies to maintain subscription-based models (here). 
IAB is actively challenging these amendments, arguing that they place unnecessary restrictions on businesses and could 
ultimately limit consumer access to subscription-based content. This 
particularly impacts ad-supported video streaming services that offer 
premium subscriptions. The changes impose stricter requirements on how 
services present auto-renewals and cancellations, aiming to prevent 
deceptive billing practices.

What This Means for Video Advertising:
Streaming platforms that offer both ad-supported and subscription tiers 
need to adjust their customer acquisition strategies. Advertisers investing 
in Connected TV (CTV) and streaming sponsorships should anticipate 
potential shifts in audience behavior as platforms refine their subscription 
models in response to the new rules.

Increased Enforcement on Data Brokers and Precise Geolocation Data
Data brokers and third-party data aggregators are facing heightened scrutiny from the FTC and state regulators for allegedly 
unfair trade practices. Recent enforcement actions signal that companies using precise geolocation data for advertising must (1) 
verify consumer consent for processing and (2) conduct due diligence up and down the data supply chain. This is particularly 
relevant for cross-device and cross-platform tracking, which underpins much of programmatic video advertising. You can see 
two examples here, here, and here.

What This Means for Video Advertising: 
Brands and media buyers relying on third-party audience data for video ad targeting should conduct audits of their data 
partners. Ensuring proper user consent and transparency in data usage will help mitigate risks associated with regulatory 
enforcement actions.

http://iab.com
https://crsreports.congress.gov/product/pdf/LSB/LSB11161
https://crsreports.congress.gov/product/pdf/LSB/LSB11161
https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/
https://www.wsj.com/articles/publishers-and-advertisers-push-back-at-ftcs-click-to-cancel-proposal-de96960b
https://www.google.com/url?q=https://www.ftc.gov/news-events/news/press-releases/2024/12/ftc-takes-action-against-gravy-analytics-venntel-unlawfully-selling-location-data-tracking-consumers&sa=D&source=docs&ust=1741362036396580&usg=AOvVaw0riQShuy2V8WjgPtOUm5rY
https://www.ftc.gov/news-events/news/press-releases/2024/12/ftc-takes-action-against-mobilewalla-collecting-selling-sensitive-location-data
https://www.texasattorneygeneral.gov/news/releases/attorney-general-ken-paxton-sues-allstate-and-arity-unlawfully-collecting-using-and-selling-over-45
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AI Governance Is a Growing Concern
Following the shift in administration, President Trump signed an Executive 
Order to rescind nearly 80 of former President Biden’s executive actions, 
including one requiring artificial intelligence developers that pose risks to 
national security, public health, or safety to share safety test results with 
the federal government. President Trump also signed an Executive Order 
instructing the Attorney General not to take any action to enforce the 
Foreign Adversary Controlled Applications Act for 75 days as the Trump 
Administration determines an appropriate course of action to take related 
to TikTok. 

The FTC has issued warnings that AI used for marketing and audience 
segmentation must comply with existing consumer protection laws. Companies must ensure their AI-driven ad targeting 
and content personalization do not result in discrimination or misleading claims. Furthermore, the Children’s Online Privacy 
Protection Act (COPPA) has also been updated, imposing new requirements for AI-driven ad experiences targeting minors 
(here). As it hasn't been published in the Federal Register yet, there's a chance this update to the COPPA rule is paused given 
Trump's Executive Order on regulations.

What This Means for Video Advertising:
AI-powered content recommendations and dynamic ad insertions must be monitored to ensure they align with evolving 
compliance requirements. Brands and publishers using AI for ad targeting must verify that their models do not inadvertently 
collect sensitive data or lead to regulatory risks. If a campaign involves minors, AI-based ad serving and audience profiling will 
require additional safeguards.

Children's Privacy and Social Media Regulations Expanding
Several states, including California, Arkansas, and Indiana, have passed or are considering new laws that mirror COPPA but 
extend protections to minors under 18. Additionally, recent enforcement actions against companies like NGL Labs show that 
regulators are aggressively targeting misleading ad practices on platforms frequented by younger users (here). AI-generated 
content moderation is also under scrutiny, requiring brands to ensure that automated ad placements do not expose minors to 
inappropriate content.

What This Means for Video Advertising:
 Video advertisers working with platforms that attract younger audiences must ensure their campaigns comply with state and 
federal regulations. Automated ad placements using AI will require more stringent oversight to prevent exposure to non-
compliant environments.

Looking Ahead
The regulatory environment for video advertising is shifting rapidly. Privacy laws, AI governance, and consumer protection 
rules are all shaping how brands, agencies, and publishers operate. Staying proactive—whether through compliance audits, 
updated ad strategies, or closer collaboration with legal teams—will be key to adapting to these changes while ensuring 
continued audience engagement and revenue growth. The IAB Video Compliance Brief will be released quarterly so you can 
stay up to date. The next will be in June 2025.

http://iab.com
https://www.whitehouse.gov/presidential-actions/2025/01/initial-rescissions-of-harmful-executive-orders-and-actions/
https://www.whitehouse.gov/presidential-actions/2025/01/initial-rescissions-of-harmful-executive-orders-and-actions/
https://www.whitehouse.gov/presidential-actions/2025/01/application-of-protecting-americans-from-foreign-adversary-controlled-applications-act-to-tiktok/
https://www.congress.gov/bill/118th-congress/house-bill/7521
https://www.google.com/url?q=https://www.ftc.gov/news-events/news/press-releases/2025/01/ftc-finalizes-changes-childrens-privacy-rule-limiting-companies-ability-monetize-kids-data&sa=D&source=docs&ust=1741363937116802&usg=AOvVaw2TkFkD2P_9mhDbNBLJq46c
https://www.google.com/url?q=https://www.ftc.gov/news-events/news/press-releases/2024/07/ftc-order-will-ban-ngl-labs-its-founders-offering-anonymous-messaging-apps-kids-under-18-halt?&sa=D&source=docs&ust=1741364127666536&usg=AOvVaw2NzzCbeqywEdkJe-UJokE0

