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▪ “Precise Location Data is data obtained from a device about the physical location of the 
device that is sufficiently precise to locate a specific individual or device.” Precise Location 
Data may include, for example, data obtained from cell tower or WiFi triangulation 
techniques, or latitude-longitude coordinates obtained through GPS technology.

▪ This definition of “Precise Location Data” does not include location data that is not precise, 
such as:

– Five-digit zip code; city name; general geographic information, whether derived from an 
IP address or other sources; or information that does not necessarily reflect the actual 
location of a device.

– Location data that has been, or within a reasonable time period will be, de-identified.

– Location data that has been or will be rendered not precise within a reasonable period 
of time from collection, and during that period of time is not used for purposes other 
than operations and system management purposes, market research, or product 
development.

Defining “Location Data”



Historical Approaches to Location Data

Federal 
Sectoral Laws

Platform 
Policies

Self-
Regulation

▪ Self-regulation has supplemented 
federal sectoral laws, such as COPPA, 
GLBA, HIPAA and others that regulate 
particular types of information.

▪ Operating systems such as iOS and 
Android have placed requirements on 
companies’ collection, use, and 
dissemination of location data.

▪ These three elements have worked 
together to enable continued beneficial 
uses of location data to serve 
consumers and the marketplace.



Recently-Enacted Laws Impacting Location Data

• “Personal information” is information that identifies, relates to, describes, is 
reasonably capable of being associated with, or, could reasonably be linked, 
directly or indirectly, with a particular consumer or household, including 
geolocation data.

• The CCPA gives California consumers the right to access, delete, and opt out of 
sales (i.e., transfers for consideration) of personal information. 

California Consumer Privacy Act of 2018 (CCPA)

• “Location data” is considered “personal data” under the GDPR.

• As a result, companies need a lawful basis for processing location information and 
must fulfill individual rights related to such information.

General Data Protection Regulation (GDPR)



California Privacy Rights Act of 2020 Ballot Initiative

▪ The ballot initiative creates a new category of information deemed “sensitive personal information.”  
The definition includes “a consumer’s precise geolocation” in its scope.

▪ “Precise geolocation” is defined as “any data that is derived from a device and that is used or intended 
to be used to locate a consumer within a geographic area that is equal to or less than the area of a circle 
with a radius of one thousand, eight hundred and fifty (1,850) feet, except as prescribed by regulations.”

▪ The ballot initiative gives consumers the right to limit a business’s use of sensitive personal information 
to the following uses:

– Uses that are necessary to perform the services or provide the goods reasonably expected by an 
average consumer who requests such goods or services;

– Uses to ensure security and integrity;

– Short-term, transient uses, including but not limited to non-personal advertising shown as part of a 
consumer’s current interaction with the business, subject to certain conditions;

– Uses to perform services on behalf of the business, including maintaining or servicing accounts, 
providing customer service, processing or fulfilling orders and transactions, verifying customer 
information, processing payments, providing financing, providing analytic services, providing 
storage, or providing similar services on behalf of the business;

– Uses to verify or maintain the quality or safety of a service or device controlled by a business and to 
improve, upgrade or enhance it; and

– Uses that are authorized by regulation.



Location Data: Media Scrutiny



California AB 1782

Applies to businesses or public health entities 
operating technology-assisted contact tracing 

digital applications or platforms for the purpose 
of controlling the spread of communicable 

disease

Requires affirmative consent for the collection, 
use, maintenance, or disclosure of “data,” 

which includes location data

Provides correction and deletion rights as well 
as disclosure requirements

Hawaii HB 2572

Requires explicit consent for sales of 
geolocation information recorded or collected 

by mobile devices or location-based 
applications

“Consent” means prior express opt in consent 
that can be revoked at any time

“Geolocation information” is generated or 
derived from a mobile device and is sufficient to 

determine or infer the precise location of the 
device user

Location Data: COVID-19 and State Legislation

▪ In response to the global pandemic, various states have advanced legislation to limit collection, 
use, and disclosure of location data.  Some bills are specifically focused on contact tracing.



Location Data: COVID-19 and Federal Developments

▪ This year, Congress has held paper hearings 
centering around COVID-19 and location information.

– Specifically, on April 9, 2020, the Senate 
Commerce Committee held a hearing entitled, 
“Enlisting Big Data in the Fight Against 
Coronavirus

▪ Some federal legislation under consideration by 
members of Congress specifically address location 
data.  

– For example, Senator Roger Wicker (R-MS), 
Chairman of the Senate Commerce Committee, 
circulated a draft federal bill that would deem 
precise geolocation to be “sensitive covered data.” 

– The bill would require regulated entities to obtain 
to prior, affirmative express consent from 
consumers before they may transfer such precise 
geolocation information. 



▪ Precise Geolocation Information means information obtained from a device 
about the physical location of that device that is sufficiently precise to locate a specific 
individual or device with reasonable specificity.

▪ Principles

– Collecting, using, maintaining, publicly posting, or transferring the following 
personal information without the prior, affirmative express consent of the 
individual to whom the information relates:

• Precise geolocation information, except and only as reasonably necessary for 
fulfillment. 
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