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CCPA Obligations

“Business” ... collects Pl and alone or with others “determines the
purposes and means of processing”

- Must give pre-collection notice, and if it “sells” notice of how to
opt-out (i.e., “do not sell my info”)

e “Sell” ... “releasing, disclosing, disseminating, making available or
otherwise communicating...” Pl, except:
- to a qualified “service provider” contractually limited
- at direction of user with no downstream sale
- to effectuate the opt-out
- M&A transactions
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Digital Ad Challenges

* Auctions Occur Every Page Load = Sell “Ask”
- w/ Device ID and potentially user interest info
* Exchanges Connect Buyers and Sellers
o connecting DSPs and SSPs
o may have additional information available about the user
* Advertisers “Real Time” Bid
o may themselves have IBA data
* Ad Delivered to Highest CPM in .35 seconds
* Payment Settled
e |IBA Data Distributed (Third Party Data)
* Segments and Profiles Built to Increase Efficiency
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Complex Inter-Connected Ecosystem
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IAB Opt-Out Is Not Opt-Out Of Sale

 DAA and NAI created transparency and choice self-regulation to provide
opt-out from receiving IBA
* Choice limits targeting uses only
o Pre-CCPA solution
* DNS limits the downstream flow of Pl unless exempt from sale (e.g.,
service provider w/ limited use)
* Industry solutions
* Cookie Consent
- Opt-in vs Opt-out
- Kills data flow as opposed to limiting use
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IAB CCPA Compliance Framework: Overview

* Creates trust between publishers of pages and ad tech companies that each are
meeting their CCPA obligations.
o Necessary in RTB transactions

* The trust is forged through a Limited Service Provider Agreement for industry
participants to sign onto.

o Over 250 companies have signed on

- Eliminates the need for publishers/advertisers and downstream participants to
enter into individual agreements when they choose to “sell”

o Rights and obligations under the agreement apply to companies only in connection
with transactions in which they are actually involved

- Complete limitation of financial liability for breach

o Nonfinancial recourse for breach

iab. iab.TecH LAB 10



IAB CCPA Compliance Framework: Obligations

* Obligations of Publishers of Pages
o Undertake reasonable efforts to identify California consumers
o Explicit notice
o Do not sell link
o Send signhals

* Obligations of Adtech Companies
o Limited service provider status when the consumer opts out
o Pass of signals
o Restrictions on data usage
o Use of sub-providers
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Digital Advertising Activities

Store and/or access information on a device

Select basic Ads

Create a personalised Ads profile

Select personalised Ads

Create a personalised content profile

Measure Ad performance

Apply market research to generate audience insights

Technically deliver Ads
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IAB CCPA Compliance Framework: Why Do We Need a Standard Signal?

code on page Header
Bidding SSP 1
Partner 1

[ Vendor(s)

Advertiser
Viewability
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IAB CCPA Compliance Framework: US Privacy Learn More

To Sign Onto the Limited Service Provider
Agreement: https://www.iabprivacy.com/

To Learn More About Technical Specifications:
github.com/InteractiveAdvertisingBureau/USPrivacy
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Arlo Gilbert, CEO & Co-Founder, Osano
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Compliance Made Easy

Exclusive Consent Management Partner for:

eyterro + JordanlLawrence
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The Osano Platform

I I I |
Management Monitoring Advisory &Legal Developer API

vy DR

ol com

Consent Management Policy Change Detection Vendor Risk Monitoring GDPR Representative

TECLZET INFZRRAATION

_i“

PIl Tracking API

Subject Rights Management Vendor LawsuitAlerts Privacy LawAlerts Ask a Privacy Expert




Configure

Consent Management Workflow

Invisible / Listener / Discovery Mode

Run

Classify

Permissive Mode

Test ) Enforce

Create a configuration
&install osano.js on the
website.

This requires engaging
the internal web
development or CMS
manager. In rare cases
the web development is
managed by a 3rdparty
(e.g. PRfirm or web
host)

The osano.js tag

reports home toOsano
servers on everysingle
page load in real time.

Included in thisreport:

e Cookies
e Scripts
e 3rd Parties

Work with internal
stakeholders in
marketing, compliance,
and web dev to
determine appropriate
classification for each
3rd party, cookie, and
script.

Automated
classification rules
require acceptance
before going live.

Publish Osano in
permissive mode to
either a stagingserver
or live website.

Verify site functionality
and cookie blocking for
classified entities.

Publish Osano in strict
mode to the live website
to enforce a zero-trust
compliance environment.

Unsanctioned cookies
and 3rd parties are
blocked. Categorized
scripts &cookies only
load once the
appropriate consentis
granted.

IAB Signaling Enabled
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Data Privacy
and Compliance
Made Easy.

+1(512)842-6730

WWWw.0Sano.com

presales@osano.com
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Stephanie Hanson, Offering Manager, OneTrust
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OneTrust PreferenceChoice™

CONSENT & PREFERENCE SOFTWARE
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Do You Sell Personal Information?

Sale = Monetary or Valuable Consideration

OPT-OUT OF SALE OPT-OUT OF SALE FOR
FOR ADTECH BROADER USE CASES

Opt-out of other processes
involving sale such as
co-marketing partnerships,

Opt-out of 3" party trackers
and advertising technologies

that don’t meet the service

provider exemption list rentals, and more

Unidentified individuals Identified Individuals

Two common workstreams to implement CCPA Opt-Out of Sale

OneTrust PreferenceChoice™
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Solutions for Publishers

CMP

Consent Management Provider
for Web, Mobile, AMP and OTT

25 | Copyright © 2020 OneTrust LLC
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PRIVACY RIGHTS

Streamline the Fulfillment of Opt-
Outs, Deletion and Data Access
Requests

11

CROSS-DEVICE
MANAGEMENT

Improve the User Experience by
Syndicating Preferences across
Devices

[~]

L

FIRST PARTY
DATA CAPTURE

Build Trust and Transparency with
Direct Data Capture from your
Audience

OneTrust PreferenceChoice™

CONSENT & PREFERENCE SOFTWARE



ONETRUST #1 IN MARKET SHARE SRS [Pl e sl T

Adzerk Top CMPs Over Time

Top IAB CMPs since Q3 2018
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Source: Adzerk Consent Management Platform (CMP) 2020 Tracker OneTru St Privacy
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OneTrust Consent For Publishers

Scan Sites and Leverage Pre-Built

Templates for IAB Switch Between Roll Out IAB A/B Test To Optimize
Apps IAB Frameworks Support In Opt-In Rates
TCF and IAB CCPA Based on Minutes
Leverage IAB TCF S Location Maximize Ad
Global Vendor List S€ Rre— EEELS Implement Direct Revenue
ESOUrces Maximize Vendor APIs
Identify & Manage : Compliant Automate Regular
31 Parties Apply Custom Styling Consent and Ad Integrate NAI and Audits
Revenue DAA Frameworks

rope

SITE & APP % iab. = id [> o AdobeoTM
WEEROS b coogertrinme & 190 = Prebid [> na: @ S

0 TECH LAR e T AMP Launch, by Adobe Google Tag Manager
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COOKIE CONSENT Website Details

oo - 0 4 O

undefined
Website » preferencechoice.com
&8 Dashboards
B websit Scan Results Branding Login Settings
Wensias ———
Recategorization

EJ Applications

@ Cookiepedia Show  03/16/2020 05:15 PM v Scan Now Export

Categorizations

m Cookies Tags Forms Pages Storage
A Setup
Setup Wizard

i ] @ What this means O \What this means 0 What this means
Geolocation Rules Tracking Technology Cookies Tags Forms

Templates

Vendars

&

2 Integration

SCripts

Maobile Scripts

Total 12 Total 14
Total 7 Total 162
® HTML_STORAGE 3 @ Script 1

® COOKIE ® Strictly Necessary Cookies 4 ® PERSONAL

ldentify and Manage Third Parties



OneTrust Consent For Publishers

Scan Sites and Leverage Pre-Built

Templates for IAB Switch Between Roll Out IAB A/B Test To Optimize
Apps IAB Frameworks Support In Opt-In Rates
TCF and IAB CCPA Based on Minutes
Leverage IAB TCF S Location Maximize Ad
Global Vendor List S€ Rre— EEELS Implement Direct Revenue
ESOUrces Maximize Vendor APIs
Identify & Manage : Compliant Automate Regular
31 Parties Apply Custom Styling Consent and Ad Integrate NAI and Audits
Revenue DAA Frameworks

rope

SITE & APP % iab. = id [> o AdobeoTM
WEEROS b coogertrinme & 190 = Prebid [> na: @ S

0 TECH LAR e T AMP Launch, by Adobe Google Tag Manager
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COOKIE CONSENT
&% Dashboards
] websites

| Applications
0 Cookiepedia

rizations

ion Rules
Templates
Wenoars
2 Integration
SCripts

hobile Scripes

Template Details
Templates * IAB Europe TCF V2.0

Language @ English w

Layout
Styling
Cantent

Behavior

s a0

Version 1

Details Banner Preference Center Coakie List

Manage Languages

We e Coeies el various veel Dacking techrakapes 16 persanalize (onlee] ane acks 1o provide o

1% B <, amd 7 aralygse aur rarlic, We alen share indermation abadr yeids use af car i aith au
wertising and analktics parners
1 mare soout any of the purposes

mxarcie wour phl e carsenl o choscl Lot
AR Al ardg Tiirw Tk

soclal media,

4 tlickng "Shew Purposes’ ane
fiiz prefererce center is

20 LT Res Accent Toakles x

O " k

roardinaion wir an ndis shally ke all aartiriparing

Lh=n i) i=rf

List of Partners (vendors)

Purposes and Special Features We Use | Special Purposes and Features We Use

Apply Custom Styling



OneTrust Consent For Publishers

Scan Sites and Leverage Pre-Built

Templates for IAB Switch Between Roll Out IAB A/B Test To Optimize
Apps IAB Frameworks Support In Opt-In Rates
TCF and IAB CCPA Based on Minutes
Leverage IAB TCF S Location Maximize Ad
Global Vendor List S€ Rre— EEELS Implement Direct Revenue
ESOUrces Maximize Vendor APIs
Identify & Manage : Compliant Automate Regular
31 Parties Apply Custom Styling Consent and Ad Integrate NAI and Audits
Revenue DAA Frameworks

rope

SITE & APP % iab. = id [> o AdobeoTM
WEEROS b coogertrinme & 190 = Prebid [> na: @ S

0 TECH LAR e T AMP Launch, by Adobe Google Tag Manager
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Configurable Geolocation-Based Consent Model

v -

E.U. CONSENT
Strict Opt-In Model

U.S. CONSENT
Opt-Out Model

Leveraging IAB
CCPA Framework

Leveraging IAB
Europe TCF

APAC CONSENT
* Implied Consent Model

LATAM CONSENT
* Notice Only Model

32 | Copyright © 2020 OneTrust LLC OneTrust PreferenceChoice™
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Configure Consent Approaches in Practice

Allow visitors to opt-out at
any time

Notice Only

Process and share
information when users opt-

Only process and share
essential information

Process personal
information and inform
visitors in
Aligned with the IAB Europe
TCF

o I >
o] o 18
®

Process and share
information with ad-tech
partners if visitors keep
browsing

Aligned with the IAB CCPA

Compliance Framework

iab.

TECH LAB

Suitable for some
jurisdictions

Different Jurisdictions Have Different Requirements
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COOKIE CONSENT Geolocation Rule Group Details —
Geolocation Rules > Publisher Consent - IAB  © :
@& Dashboards
B et Geolocation Rules Assigned Domains Assigned Applications
Wehs
Add Rule
B Applications
@ Cookiepedia
_ : Global Default (" Default ) & ..
Categorizations B
|AB Tech Lab CCPA Consent
.}’ Setup Regions: California
Consent Model: Opt-out
Show Banner
Setup Wizard If unchecked, no banner will display but settings take effect.
|AB Europe TCF Consent
Geolocation Rules Regions: ELI
Consent Madel: Opt-in
Templates
Global Default *‘Template |AE Europe TCF 1.1
Vendars Regions: GLOBAL
Consent Model: Motice only
2% Integration / Default |
Seripts
S Category Name @ Status Do Mot Track @
Mobile Scripts " £
Cookie Categories Notice only y N

Learn Maore

Behaviors Close Banner Accept All Cookies

Automatically Drive CMP Functionality Based on Visitor Location



OneTrust Consent For Publishers

Scan Sites and Leverage Pre-Built

Templates for IAB Switch Between Roll Out IAB A/B Test To Optimize
Apps IAB Frameworks Support In Opt-In Rates
TCF and IAB CCPA Based on Minutes
Leverage IAB TCF S Location Maximize Ad
Global Vendor List S€ Rre— EEELS Implement Direct Revenue
ESOUrces Maximize Vendor APIs
Identify & Manage : Compliant Automate Regular
31 Parties Apply Custom Styling Consent and Ad Integrate NAI and Audits
Revenue DAA Frameworks

rope

SITE & APP % iab. = id [> o AdobeoTM
WEEROS b coogertrinme & 190 = Prebid [> na: @ S

0 TECH LAR e T AMP Launch, by Adobe Google Tag Manager
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Opt-Out of Sale for AdTech

Configured in OneTrust CMP Embedded Link

DIGITAL ™
ADVERTISING
B ALLIANCE

]
TEALIUM
oogle Tag Manager J S
-1’ :. | Sl

Deployed Across Web, Mobile & OTT

OneTrust PreferenceChoice™
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COOKIE COMNSENT
& Dashboards
[ websites

E Applications
@ Cookiepedia

Categorizations

Geolocation Rulas
Templates
Vendars
2 Integration
scripts

Mobile Scripts

Scripts » preferencechoice.com

("PUBLISHED )

Implementing Banner Scripts

The script tags are the snippets of code you can use to implement the banner and preference
center an your site. Once the tag is implemented on your site, any changes to your termplate,
rules, or categorizations will be published on your site and the script does not have to be re-

implemented.

Production CDN and Download to Local

The script must be placed before any other script in your site in order to ensure the banner is loaded before any other
scripts have the chance to load or set cookies. This allows for the script tag to communicate the site visitor's consent x
preferences to downstream vendors and for those vendors to show content and set cookies as allowed by the site visitor.

To implement the Production CDMN script

. Click the Publish button. The Publish Wehbsite pane appears.
. Click the Copy Scripts button for the Testing CDM.

. Paste the copied script in the head for your testing site,

. Click the Publish Test Scripts button.

. Click the Mext buttan.

. Click the Copy Script button for the Production CDMN script,

. Paste the copied script in the head for your site.

=) o o b e pa =

If your SDK does not have language detection enabled, you will need to implement the script individually for each language

cpnnnrtaed b the hanner tamnlatre an the related nacac

x

Manage Deployment Scripts for Web Properties



OneTrust Consent For Publishers

Scan Sites and Leverage Pre-Built

Templates for IAB Switch Between Roll Out IAB A/B Test To Optimize
Apps IAB Frameworks Support In Opt-In Rates
TCF and IAB CCPA Based on Minutes
Leverage IAB TCF S Location Maximize Ad
Global Vendor List S€ Rre— EEELS Implement Direct Revenue
ESOUrces Maximize Vendor APIs
Identify & Manage : Compliant Automate Regular
31 Parties Apply Custom Styling Consent and Ad Integrate NAI and Audits
Revenue DAA Frameworks

rope

SITE & APP % iab. = id [> o AdobeoTM
WEEROS b coogertrinme & 190 = Prebid [> na: @ S

0 TECH LAR e T AMP Launch, by Adobe Google Tag Manager
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PERACY, ICUBITY 4 THES FENTS Mt

UMIVERSAL COMSENT &
PREFEREMCE
MANAGEMEMT

Cashboard

= Collection Points
Preference Centers
Reporting

Consumers

Receipts

Transactions

A Setup

Purposes

Custom Preferences
Data Elements

Consent Settings

Collection Point Details

[ Active Vs Save
Collection Points * onetrust.com Cookie Consant -

onetrust.com Cookie Consent

==,

i "
= O 4 .
o Details Report
Ny P
Cookie
Show Consent Stats 1 Week x
Total Receipts Total Transactions Total Receipts ®

o —
1045 3135

100

Total Receipts Total -

&0

Transactions a0

20

0

0211272020 02/13/2020 02/14/2020 02/15/2020 02162020 021171

Monitor to Optimize Consent Rates



Fully Supported on I0OS and Android

Manage Consent Preferences

B s, personalised content, ad and .
canbenl measurement, audispce
valopmant

Manage Consent Preferences

ereonalized cantent, ad
ment, audience

Prerson d ads profile and display .

Stare and/o information on a .
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Thank You

Stephanie Hanson
shanson@onetrust.com

www.preferencechoice.com

OneTrust PreferenceChoice™

CONSENT & PREFERENCE SOFTWARE
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Ted Sfikas, Regional VP, Solutions Consulting, Tealium
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we TEALIUM

CCPA Consent Manager

Functionality for Opt-Out, Channel Preferences and IAB
Integration

© 2020 Tealium Inc. All rights reserved.




o Websites

e Mobile Apps

° CRMs

e Help Desks

e Spreadsheets

e Databases

e Custom Code

e loT and OTT Devices
e POS Systems

All data collected from all

sources is “actionable” and
centralized

e TEALIUM

Tealium Collects Data From Any Source

soles-ted | ecommerce = Q Seorch nitsibutes. rles, pnd actinis SwelPublisnI Q. 15 -

""‘."I‘ 4-|.|
-'l Customer Data Hub

LLLLLLLL

— o
- iQ Tag Manag

o EventStream s AudienceStream DataAccess

Use the central AP) hub to collect and deliver your customer event data

1 - - -
e { i .
& 2 3 B st N
2 0 0/0/0 0 0 0/0 0
Data Sources Events Received Events Inspected Enrichments Applied Active Feeds EventStream Actions EventStream
Triggered Connectors
Sources Event Feeds EventStream Destinations
Data Sources * Volume $ Event Feods * Volume @ Connectors *
» Brand Website >+ All Events ': Evenisirean Connectors + ) Connector
‘ Mobile Apy >* Event Specification: cart_add




Tealium Detects, Collects, and Processes in Real-Time

e Detect HTML input

e Detect Click-Streams
e Detect Navigation

e Detect Cookies

e Detect URL

e Detect Meta Data

Add Variable

T ./ UDO Variable

JavaScript Variable

After detection, Tealium Source:  Meta Data Element

. First Party Cookie
packages all data values into an Querystring Parameter
object that can be configured L

for action in real-time.

Privacy compliance is a valid
“action” - user Preferences are
collected and applied to profile.

we TEALIUM



Consumer Identity and Privacy Preferences Known

Eo—— E ccpa [lAB Consent String) (5359)
e e Last modified by ted_sfikas@tealiom_com 3 minutes ago
date created

e Consumer Identity Data collected (=) @ copaUser Preferences] (361
e Consumer Privacy Preferences are Filbers

received from IAB TCF Framework Show Al Rl
e Opt-Out from CCPA Banner detected Show Warnings DutaXu 10 (£238)

and included e

Email (5218)
Custom

Tealium recognizes the IAB information and
includes it in the collected object for the

By Data Type Facebook ID (5208)

consumer during the web session. O se0se Google ID (5206)
@ Mumber
. . . riF IP Acld (5214)
Opt-Out information is collected at the same it —
. ° Boolean
tlme' IPhone IDFA (5210)
Date
. . . e Tally LiveP ID (5222
Appropriate Identity data is collected. irefarson ID (5222)
e Set of Strings
0 g ..Mﬁ}l[: [5354} by ted_sfikas@tealivm.com a year ago
e Timeline

00000-0@000

s TEALIUM

Resonate ID (5232)

© visitor ID



. oM CCPA Email Consent

Complying with CCPA Bo)  coon Dty Ao

. oM CCPA Marketing Automation Consent

° Tealium can create @ copy LOAD RULE CONFIGURATION & Edit
the CCPA Banner or @ Delete
. Settings:
Work Wlth OneTrUSt,S Labes &8 Apply Labels Title CCPA Marketing Automation Consent
Cookie Banner I
Geolocation and Weather Tealium Custom Container First Even
. . " cp.CCPAConsent_OneTrust_Cookie CONTAINS
[ J Elther ChOlce . ~ Tealium Fraud Detection Tag Tealium Generic Tag All Pages MA = True
produces a Cookie o ot A
with the user’s Opt-
. . oM The Trade Desk The Trade Desk All Pages
Out selection and
vendor preferences O theTradeDesk Sl
ko[BI Properties
e Tealium reads the T E
Cookie and takes B Detee T
appropriate action SR Shevans | |
Tag Vendor Information PID

The Trade Desk's flagship

' product, The DESK, enables Publish Settings
) " ) marketers to buy all types of Target Locations Dev. OA. Prod
* TEALIUM hamogacil

Current Publishec
[ ' platform D baseacitians l m
L) ocations
L)

Tios Bundle Flag @ Oft



Configure CCPA Opt-Out

[ : CCPA Banner and Popup

User Experlence Content Customization Affected Tags Display Rule Options

Choos Ip optlion Configure prompt text Moadify CS5, HTML, and J5 Salact tags that sell dat Define load conditior Consent options

Choose a privacy consent prompt you would like to create

Easily offer opt-out choices to customers, providing contral over which third-party vendors and data

usage those customers want to allow

B Choosing the right prompt

Bi Integrating with your existing prompts

Recommended

Banner with Popup Popup Only

B Configure and customize a
Configure and customize a h
popup o integrate with your
complete banner and POpUp
st existing privacy banner
S0Iuton

e TEALIUM



Configure CCPA Opt-Out

CCPA Banner With Popup: Content

User Experience Content Customization Affected Tags Display Rule Options
Choose popup option Canfigura prompt text Madify C55, HTML, and 15 Selact tags that sell data Define load condition Consent options

GLOBAL PARAMETERS QFF English (en) Make Default Language @ Preview

Turn on Global Parameters to

override the current content Configure Banner
parameters with the global
values. Learn more about
global consent parameters.

* User Interface Parameters

LANGUAGE Title About Cookies On This Site

w English (2n)

Message We use cookies to personalise content and ads, to provide
social media features and to analyse our traffic. We also

share information about your use of our site with our social
media, advertising and analytics partners.

Do Mot Sell Details Button Do Mot Sell Personal Information

Continue to Site Button Continue to Website

:é;:. TEALIUM



Configure CCPA Opt-Out

Content Customization Affected Tags Display Rule Options

User Experience

Choose pogup option Canfigure promppt text Moadify C55, HTML, and J5 Selact tags that sell data Define load condition Consent options
@ Learn more about customization privacy prompts on the Tealium Learning Community. Y Restore Default @ Preview
* Banner
CS55 5p
notiorn (1d, name, price) |
cart ; low. 1 ] TAgE.J [ "1

if{lcart}
cart = |]i

HTML 5

{1d, name, price) |

JavaScript 5z

we TEALIUM



Configure CCPA Opt-Out

CCPA Banner With Popup: Affected Tags

User Experience Content Customization Affected Tags Display Rule Options
Choose prompt type Canfigure promppt text Moadify Ch5, HTML, and 15 Selact tags that sell data Define load condition Consent options

Select the tags to be

overned b
. . i .uu CCPA Email Consent

Popup.
[ . oM CCPA Display Ad Consent

CATEGORIE

Analytics  EEEEELLY LOAD RULE CONFIGURATION 7 eat

Affiliates [l Delete

Disbl Ad Settings:

ISpid
piay Labels B Apply Labels Title CCPA Display Ad Consent
Search »
There are no labels assigned Conditions:
Emall ¥ cp.CCPAConsent_OneTrust_Coolde CONTANS

; Display = true
Parsonalizal

Social
Big Data TAGS |(0ACTIVE/O
Misc
- Vendor Title uiD
Cookie Mat
cobp There are no tags scoped to this load rule

“TEAL

. oM CCPA Marketing Automation Consent



Configure CCPA Opt-Out

CCPA Banner With Popup: Display Rule

User Experience Content Customization Affected Tags Display Rule Options
Choose popup option Configure prompt text Madify C55, HTML, and 15 Selact tags that sell data Dafine load condition Consent options

A\ Please Note

* Explicit consent is 7 Pox  CCPAEmail Consent + Create Rule

assumed to be required
whenever these J o  cCPADisplay Ad Consent

conditions are met,

* Tealium will check to see if © Copy LOAD RULE CONFIGURATION # Edit
a cookie has been set and [l Delete
prompt only it it has not ik e Settings:
bhean set. Title CCPA Display Ad Consent
& Help Docs There are no labels assigned Conditions:
¥ ep.CCPAConsent_OneTrust_Coolde CONTANS

Display = true

TAGS (0 ACTIVE/D

Vendor Title up

There are no tags scoped to this load rule

% TEALIUM

. oM CCPA Marketing Automation Consent



Configure CCPA Opt-Out

'ij' CCPA Banner With Popup: Options

User Experience Content Customization Affected Tags Display Rule Options
Choose popup option Caonfigura prompt text Muodify C55, HTML, and 15 Selact tags that sell data Define load condition Consent lagging

Event Logging

Log Consent Changes Yes [

Each time a visitor grants or revokes consent using the consent prompt, the action will be logged for
auditing purposes. The event logging option requires EventStore or EventDB.

Event Log URL

Ewvent Log Profile main W

:é;:. TEALIUM
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How Clym Helps Publishers

Manage cookie consent p,

Generate timestamped consent receipts A '\

Administer DSARs (e.g. “Forget Me”)

Organize documentation :

Control geolocation access (\ \J <o
Build customer trust p \"q

Improve customer engagement

Manage compliance costs
Ensure long-term compliance

CONOOREWN =

IAB — CCPA Panel Discussion — April 24, 2020
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CCPA Issues for Publishers

1. Customization: how can | manage my site visitors’ experiences based on
their geographic location?

2. Monetization: how can | ensure my site is complying with various
regulations while minimizing impact on my revenue streams?

3. Speed: how can | ensure that my site’s loading speed isn’t affected by a
privacy compliance tool?

4. Communication: how can | be transparent with my customers and
maintain compliance with new privacy regulations?

IAB — CCPA Panel Discussion — April 24, 2020
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CCPA Issues for Publishers - Customization

. . EDIT GEO-LOCATION RULES
(GGeo-location issues

1.
2_ Opt_|n VS Opt_out . Display cookie consent menu
3. ESSGHtial VS, non-esseﬂtial If enabled, users will have the option to adjust cookie settings for each category of cookies you select
. . Advertising
4. User functionality ® oot O opn O ssent
5. Transparency anaytics
® Opt-out O optin (O Essential
Entertainment
@® opt-out O optin O Essential
Essential

QO optou O optin @ Essential

IAB — CCPA Panel Discussion — April 24, 2020
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CCPA Issues for Publishers - Monetization

1. Stop vs. yield signs 3. List sharing
2. Selling —what’s included? 4. Engagement
]
Classic Discrete Blocker Hidden

IAB — CCPA Panel Discussion — April 24, 2020
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CCPA Issues for Publishers - Speed

Top priority

Page load time considerations: 4 milliseconds
Bounce rates

Mobile considerations

W=

IAB — CCPA Panel Discussion — April 24, 2020
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CCPA Issues for Publishers - Communication

‘““ Policies
Priacy paikcy Cockie pollsy  Ua
Pl e S8
Cockes . We need your consent
Prlicies to load our video
Tewms p—
Dana Frotessing AgreaT ant
A uas Camperey
Compny
o) peTALS
-
Privacy Privacy Embedded
Widget Center Content

IAB — CCPA Panel Discussion — April 24, 2020
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A complete CMP for GDPR and CCPA

Newsweek

We and our partners place cookies, access and use non-sensitive
information from your device to improve our products and personalize ads
and other contents throughout this website. You may accept all or part of
these operations. To learn more about cookies, partners, and how we use
your data, to review your options or these operations for each partner, visit

our privacy policy.

YOU ALLOW

X

Essential services

These cookies and trackers are essential
for the proper functioning and to enable
core services of our website.

Reject Accept

See our Locked Category Partners...

Information storage
and access

PRIVACY MANAGEMENT (S0
&7 DIDOMI [57%/

Collect & Access

AUDIT TRAIL

Feb 22,2018, 18:43 Obtained it via www.marieclaire.fr

Feb 22,2018, 18143 Rejected Targeted Advertisement consent on Feb 22, 2018, via www.marieclaire.fr

Feb 22, 201
Feb 22, 201

Feb 22, 201

CONSENTS

Cookie Collection
Obtain 1 Feb 22, 2018, via www.marieclaire.fr

rred to Google, Facebook, Twitter, Palantir

Advertisement
Obtained on Feb 22, 2018, via www.marieclaire.fr

REVOKE

REVOKE

Store & Analyze

A
Y,

Manage your contact preferences

We want to respect your privacy, tell us how and when you want us o
et in touch with you.

‘OUR OTHER BRANDS

YOUR BRAND

Your contact preferences for this brand

We may getin touch with you on the following channels to send you

commercial offers that we think may be relevant for you
PRRTENAIRES

Your - Emails Mail SMS Phone

Nous pourrons vous o

vous faire bénéficier d'offres commerciales susceptibles de
vous intéresser.

Distribute

=
>

DIDOMI



Website

Configure a consent notice for a desktop
or mobile website

Sticky Banner

Consent notice displayed as a sticky banner. The user can access the page content before
giving consent.

Cross-platform

Didomi supports all environments and all types of
consents and preferences at scale :

@ Dedicated SDKs for web, mobile (i0S, Android, AMP),
Connected TVs

@ Fully customized consent and preference types

@ Delegated consent and offline consent

DIDOMI



Lessons from GDPR

Key lessons from the GDPR adoption in the EU:

@ Industry-wide adoption and the role of the TCF

@ Compliance drives CPMs and revenue

@ Regulations are local and always evolving

DIDOMI



What to expect for CCPA?

Impacts of CCPA on the advertising industry:

*

@ Similar industry-wide adoption

@ Opt-out rate, CPMs and revenue

CALIFORNIA REPUBLIC

I .

<))
SSODIDOMI



Open Discussion and Q&A
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Future Webinars

* May$§, 2020at 12 pm ET
o Managing Privacy Compliance Across Jurisdictions: A Comparison of GDPR and CCPA

* May19,2020at 12 pm ET
o The California AG’s Draft Regulations & the Road to CCPA Enforcement

* May 27,2020 at 12 pm ET
o The Next Wave of California Privacy Law: CPRA, CCPA Amendments & More

iab. .
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